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Terms of Reference 

DigiPalPlatform and BBB Server Hosting 

A. Introduction 

ACTED and its partner MA’AN Development Center are implementing a three-year project titled 

“Supporting sustainable and inclusive growth in the Palestinian territory through digital 

inclusion” in the West Bank and Gaza, and funded by AgenceFrançaise de Développement (AFD). 

The projectaims to bypass the obstacles to development in the oPt by exploiting the potential of digital 

tools. The specific objective is to enhance young Palestinians’ employability through the improvement of 

their digital perspectives. These will be achieved through the reinforcement of capacities and coordination 

mechanisms for key digital stakeholders, access to digital literacy resources for young Palestinians, and 

the provision of resources and tools for young entrepreneurs to materialize their business ideas. 

Creation and continued improvement of an online interactive platform is one of the major activities of the 

project currently, the platform that named (DigiPal) is in the Soft Launching process and is still hosted by 

the developing company.  

 

 

B. Background 

This ToR is directly linked to task highlighted above which aims at identifying a web-hosting of the 

platform to provide the hosting services of the platform website and the Big Blue Button (BBB) 

server. 

The platform is currently running via the URL (https://stg1.eummena.org/12DJK/) on which many users 

are registered, and several courses are developed. The platform is a learning management system (LMS) 

where participants can learn appropriate knowledge and skills with/without appropriate support from 

online facilitators. The participants’ learning progress is recorded and tracked by the LMS and they are 

notified about their progress. There are dedicated online facilitators who communicate with the 

participants and provide necessary supports. The learning activities in the platform will include watching 

attractive videos, taking part in forum discussions and live sessions, uploading files of different types and 

sizes, and submitting assignments and quizzes. The live sessions are currently conducted through the 

BBBserver provided by the developing company. 

The platform will use elements of ‘Gamification’ in an attempt to create a virtual ‘incentive’ for the 

participants to involve them regularly and actively. The participants’ learning is guided and monitored 

regularly by the assigned coordinators and facilitators who communicate and provide feedback to 

individual participant and help individuals to complete the courses.  The courses provided by the platform 

https://stg1.eummena.org/12DJK/


 
 

 
Page 3 of 9 

will focus initially on ICT, Multimedia & Media Production, Architecture and Interior Design, Translation, 

and Accounting. The platform will be designed to serve large number of users who are seeking to learn 

different courses. The platform is designed to be secured and scalable so that multiple professional 

learning and training courses can be provided with appropriate flexibility and security. Therefore, the 

hosting entity of the platform should be consider to provide the appropriate and sufficient support and 

maintain the smooth operation of the platform and BBB server.ACTED and MA'ANseeksto acquire a 

professional web hosting service for both the platform website and the BBB server for a period of 20 

Months. 

C. Objectives: 

The  objective  of this  TOR  is  toseek a highly  qualified  website hosting bidderto migrate,  hostand 

maintain the operating the existing website and BBB from the current web hosting provider. The selected 

company will be required to provide web hosting services to the platform and BBB for a period of (20) 

months.During the contracted period, the selected bidder shall ensure the following objectives: 

- Deliver a robust web hosting environment with guaranteed uptime and restoration time frames. 

- Ensure minimaldowntime during the migration through proper planning and execution. 

- Provide technical support with guaranteed response and resolution time frames. 

D. Scope of Work 

The scope of work of this assignment is to provide web-hosting for the platform and the BBB server that 

will benefit wide range of students and graduates (learners) by providing several courses in different 

fields. In addition to learners, the users of the platform will include administrator (content managers), 

course developers, instructors and guests. Theusers should be able to navigate, browse, and perform 

different activities on the platform, including, browsing, downloading, watching videos, and conduct live 

sessions.  

The successful bidder will be required to provide services as set out below: 

- Host the platform and the BBB for the contracted period. 

- Provide 247365 technical/help desk support with guaranteed response and resolution times-service 

requests, bug fixes and security incidents resolved within 2 days and 6Hrs response. 

- Fully collaborate with the developing company to facilitate the access during the maintenance period. 

- Fully collaborate with the operators defined by ACTED and MAAN to facilitate the operational processes 

of the platform, such as but not limited to: 

• Conduct system and environment updates to ensure the website, content management system 

and plugins are up to date. 

• Conduct website optimization to ensure the website ranks well in search engines. 
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• Conduct daily website backups to safeguard website content in the event of a system crash. 

• Provide Web Application Security to continuously discover, catalogue and protect the entire 

website with following capabilities: 

• Web Application Scanning that crawls and tests the website to identify any vulnerabilities and 

take corrective action over the (20) months period. 

• Web Application Firewall that blocks attacks on website vulnerabilities, and lets ACTED and MA'AN 

control where and when the website is accessed. 

• Malware Detection that proactively scans the website for infections, triggers automated alerts 

and generates detailed reports. 

- Determine and provide the platform capacity requirements (CPU, disk, memory, and bandwidth etc.) via 

an on-demand hosting platform byanalyzing the current website prerequisites andforecasting for the 

delivery of thehostingover 20 months. Taking in consideration the technical specifications in Annex I 

that is currently provided, which are designed to serve 1,500 concurrent users for the LMS and 500 

concurrent for online sessions/webinars. These technical specifications are the minimum requirements.  

- Uptime Guarantee –the website shall have a guaranteed uptime of 99.9% per annum and be backed by 

a service level agreement. 

E. PROPOSALS 

All the following hosting options are acceptable for this service, where bidders must provide a proposal 

includes at least twoplans of the following hosting options, as follows: 

1- Cloud Based Web Hosting 

This should be on well-known providers, such as Amazon, Microsoft, Google,DigitalOcean, etc. 

2- Dedicated Web Servers 

A physical server rented from a hosting company with full control over the rented servers. 

3- Shared Web Hosting 

The web-portal to be hosted on a server shared by other websites 

4- Virtual Private Server (VPS) 

Which is an option between a dedicated web server and a shared web hosting, where the VPS 

shares one physical server but act like multiple, separate servers.  

5- In-house web-server 

When the bidder already has his own infrastructure;this proposal should include explanation about 

the infrastructure and logistics such as: power, cooling, backups, DRC, bandwidth, staff, etc. 
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N.B.Each plan should include the technical specifications with corresponding prices. 

 

F. Proposal submission requirements 

Applicants meet the above requirements are requested to submit:  

- A detailed technical proposal and financial offerfor each hosting plans 

- Company profile, registration certificate, previous work and CVs if applicable. 

in PDF Format Only via email to mahmoud_taha@maan-ctr.org specifying in the subject line “DigiPal 

Platform and BBB Server Hosting” not later than 17June 2021 

 

Proposals should include and be built around the following requirements: 

- Proposal format: the proposal should be in A4 size inPDFformat only(not including resumes and samples 

ofcomparable work), concise, well-organized, and demonstrate how the proposed services, approach 

andmethodology, qualifications, experience, and terms meet the requirements. 

- Applicant information: full name, address, telephone No., email, and website. If applicable, organization 

overview, including a brief history, mission, number of staff, and number of years in operation. 

- Key qualifications:Description of familiarity with the use of technology in the web-

hosting/administration. 

- References: Provide recent references concerning contractor’s performance on relevant assignments. 

Indicate the assignment name, a brief description of the assignment and the name, title, telephone 

number and email address of a reference who is knowledgeable about eachassignment. 

- Other Information:Applicantcan provide other information or material may support the proposal. 

G. Proposal deadlines and mode of delivery 

 Proposals must be received not later than17June 2021.  

 Applicant is solelyresponsible for ensuring that the proposal is delivered on time,late proposals may be 

accepted at thestakeholder’s discretion.  

  

H. Bidders Qualification:  

 Minimum 3 years’ experience in web-hosting services, and for at least 5 clients. 

mailto:mahmoud_taha@maan-ctr.org
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 Contractor must demonstrate his management capacity, such as website link/brochures and other 

documents describing similar assignments, experience, availability of appropriate professional staff 

and resources to carry out the assignment.  

I. Terms of payment 

 Payments will be initiated upon successful completion or documented progress made on tasks/stages 

asmentioned in the above Terms of Reference. 

 All costs incurred in preparing proposals will be borne by the applicant. 

J. Questions related to these terms of reference 

Please submit questions relating to this TOR to mahmoud_taha@maan-ctr.org, not later than 3:00 pm, on 

14June 2021. 

  

mailto:mahmoud_taha@maan-ctr.org
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Annex I 

DigiPal platform 

Highly available infrastructure, to be able to handle 1,500 concurrent users. 

Ids VM type Count CPU 
(cores) 

RAM Disk 
(SSD) 

Extra 
Storage 

lb1, lb2 Load balancers 
(DNS r/r) 

2 2 cores 4GB 40GB  

stored1, stored2 NFS &redis 
storage  

2 4 cores 8GB 100GB 1TB ext. 
vol. 

appserver1, 
appserver2 

App servers  2 4 cores 16GB 50GB  

db1, db2, db3  Galera cluster DB 
servers  

3 2 cores 16GB 50GB  

Mgm Management 
server  

1 4 cores 8GB 100GB  

 TOTALS 10 
VMs 

30 cores 112GB 630GB 
SSD 

1 TB extra 

BigBlueButton (BBB): 

Infrastructure to be able to handle 500 concurrent users, in any number of channels and with 
enough storage for recordings 

 Ids VM type count CPU (cores) RAM Disk (SSD) 

Scalapi Load balancer 1 4 cores 8GB 160GB 

Disk turn TURN server 1 2 cores 4GB 80GB 

bbb1,bbb2,bbb3 BBB servers 3 4 cores 8GB 50GB 

Disk nfs NFS storage 1 8 cores 16GB 320GB 

 TOTALS 6 VMs 26 cores 52GB 710GB 

Further services 

1. e-mail server (SMTP) 
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2. SSL/TLS certificate for the chosen domain 

3. Backup service (disaster recovery nightly backups) 
4. Monitoring service (insights for usage of resources and configurable alerts) 

ANNEX 2: Financial Offer 

 

No. Item Unit No. of units 
Unit cost 

Euro 

TOTAL COST 

Euro 

1 

 

DigiPal Platform and BBB 

Server Hosting 

 

Month 20   

TOTAL COST (IN FIGURES):  

TOTAL COST (IN WORDS):  

 

- All amounts above should be in Euro currency.  

- The successful applicants will be requested to submit a payment request with the contracting 

amount.  

- The selected firm of this bid will be required to pay for the cost of this advertisement at both the 

local newspaper and jobs.ps. Financial offer should not include VAT as the project is VAT exempted. 

Selected company should supply zero tax invoice and source certificate 

- All the proposal pages should be signed and stamped. 

 
 

 

Company signature and stamp 
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Supplier Data Form 

Company/ Supplier name:………………………………………… 

.........................................................Address 

.............................................................................Postal Code 

 

Licensed operator No. 

  .............................................................................Tel # 

 ...........................................................................Email: 

 .............................................................................Mobile # 

 

 

 

 

 

 

          
 


